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 Password-only authentication exposes web portals to risks associated with credential theft, 

reuse, and guessing. This study implements an email-based One-Time Password (OTP) as an 

additional verification step for the student portal of Universitas Budi Darma. The prototype 

generates a temporary token after successful username-and-password verification, sends the 

token to the registered email address, stores the verification value on the server, and limits its 

validity to six minutes. The study evaluates the design through functional authentication 

scenarios and a security-oriented analysis of single use, expiration, credential theft, brute-force 

exposure, phishing, and transport protection. The implementation adds a second verification 

step so that possession of a static password alone is insufficient to complete login. However, 

the analysis also shows that OTP security depends on short validity, attempt limiting, secure 

transport, protected email access, and safe token generation. The original prototype uses an 

MD5-derived value; this is retained only as part of the implemented design and is not 

recommended for production deployment. Standards-based HOTP/TOTP with HMAC-SHA-

256 or equivalent modern mechanisms are preferable for future development. 
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INTRODUCTION 

Student portals provide access to academic records, schedules, administrative services, and other 

information that may contain personal or institutionally sensitive data. Because access is commonly protected 

by a username and a static password, the authentication layer becomes a critical control point. Passwords 

remain practical, but they are exposed to risks such as reuse, guessing, credential theft, and phishing, 

particularly when users employ weak or repeated credentials across services (Bonneau et al., 2012; Ometov et 

al., 2018). 

One-Time Password (OTP) authentication adds a temporary credential that is valid for one 

authentication event or for a short period. Standardized OTP mechanisms include HMAC-based One-Time 

Password (HOTP), which uses a shared secret and a counter, and Time-Based One-Time Password (TOTP), 

which replaces the counter with a time-derived moving factor (M'Raihi et al., 2005; M'Raihi et al., 2011). In 

practice, OTP can be delivered or generated through several channels, including hardware tokens, 

authenticator applications, SMS, and email. The additional verification step can reduce the impact of a stolen 

static password, although its security depends on implementation details and the protection of the delivery 

channel (Grassi et al., 2020). 

Previous studies have applied OTP to academic information systems and web login protection. Santoso 

et al. (2013) implemented an SMS-based OTP for an academic information system using an MD5-derived 

value, while Azhar et al. (2020) described email-based OTP delivery with a six-minute validity period. Other 

work has examined TOTP for student attendance, multi-factor authentication for connected devices, and OTP 

combined with additional authentication factors (Sari & Abdillah, 2021; Chan et al., 2021; Tok et al., 2021). 

These studies indicate that OTP is useful as an additional authentication layer, but they also show that the 

protection provided by OTP cannot be separated from token lifetime, channel security, rate limiting, and 

recovery procedures. 

This study implements an email-based OTP mechanism for securing login to the Universitas Budi 

Darma student portal. The contribution is focused on the authentication workflow and the security implications 

of a short-lived, single-use token after primary password verification. Unlike claims that OTP alone eliminates 

phishing, brute-force attacks, or man-in-the-middle attacks, this article evaluates the control more narrowly: 

OTP reduces dependence on a static password, while secure transport, attempt limiting, and protection of the 
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registered email account remain necessary. The study also identifies the use of MD5 in the original prototype 

as a legacy design limitation and discusses a migration path toward standards-based HOTP/TOTP. 

 

METHODS 

The research follows a prototype-oriented experimental approach. The object of implementation is the 

login process of the Universitas Budi Darma student portal. The authentication flow is divided into two stages. 

In the first stage, the user submits a registered username and password. If the primary credentials are valid, the 

system creates a temporary OTP and sends it to the email address associated with the account. In the second 

stage, the user submits the OTP; access is granted only when the submitted value matches the server-side 

verification value and remains within the validity period. 

 

Authentication Workflow 

1. The user enters a username and password on the portal login page. 

2. The server validates the primary credentials against the registered account data. 

3. After successful primary validation, the prototype derives a temporary OTP value and records the 

verification value on the server. 

4. The OTP is sent to the registered email address as a secondary verification channel. 

5. The user enters the received OTP on the verification page. 

6. The server checks the submitted OTP, the validity period, and whether the token is still eligible for use. 

7. A valid OTP completes authentication; an invalid or expired OTP is rejected. 

The prototype uses a six-minute OTP validity period, consistent with the design described in the source 

report. The short lifetime limits the period in which an intercepted code can be attempted. Nevertheless, token 

expiration must be combined with server-side attempt limits because a short numeric OTP has a relatively 

small search space. RFC 4226 explicitly recommends throttling or lockout controls against brute-force 

attempts (M'Raihi et al., 2005). 

 

OTP Generation and Security Boundary 

The original design derives the temporary value using MD5 and stores the corresponding verification 

value in the database before sending the OTP by email. This mechanism is described here to preserve the 

implemented research design; it should not be interpreted as a recommendation to use MD5 as a modern 

cryptographic primitive. For production authentication, standards-based HOTP or TOTP should be preferred 

because these mechanisms use HMAC with a shared secret, and TOTP permits HMAC-SHA-256 or HMAC-

SHA-512 implementations (M'Raihi et al., 2005; M'Raihi et al., 2011). 

The security boundary also includes the web session, database, mail delivery path, and the user's email 

account. OTP does not independently protect a session from a man-in-the-middle attack; transport-layer 

protection such as TLS is still required. Likewise, an email OTP can be captured if the email account itself is 

compromised. Therefore, the prototype is evaluated as an additional authentication layer rather than as a 

complete substitute for secure session management and endpoint protection (Grassi et al., 2020; Ometov et al., 

2018). 

 

Evaluation Scenarios 

Because the source implementation does not report a large-scale penetration test, the evaluation is 

limited to functional and design-level security scenarios. The analysis examines whether the authentication 

workflow enforces the intended control under valid, invalid, expired, and compromised-credential conditions. 

Claims are therefore restricted to the behavior supported by the prototype design and do not represent a 

quantified resistance rate against real-world attackers. 
 

Table 1. Functional and Security Evaluation Scenarios 
Scenario Primary 

Password 

OTP Condition Expected Control 

Normal login Valid Valid and within 6 

minutes 

Access is granted after the second 

verification step. 
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Incorrect OTP Valid Does not match Authentication is rejected. 

Expired OTP Valid Older than the validity 

window 

Authentication is rejected and a new 

OTP is required. 

Stolen static 

password 

Compromised Attacker has no email 

access 

The password alone is insufficient to 

complete login. 

Repeated 

guessing 

Valid Multiple guesses Risk remains unless rate limiting / 

lockout is enforced. 

Phishing / real-

time relay 

Compromised OTP may also be relayed Email OTP reduces static-password 

dependence but is not inherently 

phishing-resistant. 

MITM / transport 

attack 

Any Any OTP does not replace TLS; secure 

transport remains required. 

 

RESULTS AND DISCUSSION 

Implementation Result 

The implemented workflow adds an email-delivered OTP after successful verification of the username 

and password. The main functional change is that the static credential pair no longer represents the final 

authorization condition. A user who knows the account password must also obtain the temporary code 

delivered to the registered email address. The six-minute validity window provides a bounded period for token 

use and supports automatic invalidation of old verification values. 

From an authentication-design perspective, the additional step improves resistance to attacks that obtain 

only the static password. If an attacker acquires the username and password but cannot access the registered 

email account, the login cannot be completed under the intended workflow. This is the principal security 

benefit supported by the prototype. Similar academic-system implementations have also used OTP after 

password verification, indicating that OTP can provide a practical second step without requiring dedicated 

hardware (Santoso et al., 2013; Azhar et al., 2020). 

 

Security Analysis 

The security effect of the OTP mechanism should be interpreted according to the threat being considered. 

For password guessing and credential theft, the OTP creates an additional condition that an attacker must 

satisfy. However, OTP does not make brute force impossible. A short numeric code remains guessable in 

principle; the effective defense comes from combining limited validity, single use, and strict attempt throttling. 

The HOTP specification explicitly treats throttling as a recommended server-side countermeasure, while 

digital-identity guidance emphasizes lifecycle controls and protection of authenticators (M'Raihi et al., 2005; 

Grassi et al., 2020). 

The same limitation applies to phishing. A conventional OTP can prevent reuse of a previously captured 

code after it expires or is consumed, but a real-time phishing site may relay a valid OTP during its active 

period. Therefore, the statement that OTP makes phishing ineffective would be too strong. Research on web 

authentication and multi-factor authentication shows that security must be evaluated together with 

deployability, usability, channel compromise, and attacker interaction (Bonneau et al., 2012; Ometov et al., 

2018). For a student portal, user education and careful login-page design remain important supporting controls. 

Man-in-the-middle protection must also be separated from OTP verification. The OTP confirms 

possession of the secondary channel at a point in time, but it does not encrypt the communication path. TLS is 

still needed to protect credentials, OTP submissions, and authenticated sessions while data moves between 

browser and server. In addition, session identifiers should be regenerated after successful authentication, and 

the OTP value should be invalidated immediately after successful use to reduce replay opportunities. 

 

Comparison with Standards-Based OTP 

Table 2. Prototype Design and Recommended Production Direction 
Aspect Prototype Recommended Direction 

Second step Email-delivered OTP Retain as an additional factor when appropriate. 
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Token generation MD5-derived value Use HOTP/TOTP or CSPRNG-generated OTP; prefer 

HMAC-SHA-256/SHA-512 where supported. 

Validity Six minutes Use the shortest practical lifetime and invalidate 

immediately after use. 

Guessing control Not quantitatively 

reported 

Add per-account and per-session attempt limits / 

throttling. 

Transport security TLS discussed as 

necessary 

Enforce HTTPS/TLS for all authentication and session 

traffic. 

Recovery Not fully specified Design recovery so it is not weaker than the primary 

authentication flow. 

 

Table 2 clarifies that the contribution of the prototype is the two-stage login workflow rather than the 

continued use of MD5. HOTP and TOTP provide standardized constructions for one-time passwords, and 

TOTP extends HOTP with a time-based moving factor. Studies from 2021 also demonstrate continued use of 

OTP in multi-factor systems for attendance, IoT, smart-home, and distributed authentication settings, 

supporting the relevance of OTP as a deployable secondary mechanism (Sari & Abdillah, 2021; Chan et al., 

2021; Tok et al., 2021; Catalfamo et al., 2021). 

 

CONCLUSION 

The implementation of an email-based One-Time Password adds a second verification step to the 

Universitas Budi Darma student portal login process. Under the intended workflow, possession of a static 

username and password is not sufficient to complete authentication because a temporary code delivered to the 

registered email address is also required. The six-minute validity period limits the useful lifetime of the code, 

while single-use verification is intended to reduce replay. The security analysis shows, however, that OTP 

should not be treated as a standalone defense against all login attacks. Effective deployment also requires 

attempt throttling, TLS-protected communication, immediate token invalidation, secure email access, and a 

robust recovery process. The MD5-derived token construction in the original prototype is a legacy limitation; 

future development should migrate to standards-based HOTP/TOTP or another cryptographically secure OTP 

generation mechanism. Further work should conduct quantitative penetration testing and usability evaluation 

on the operational portal. 
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